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An Image Hash Algorithm Based on Chaos Theory

YU Hai-peng, WEN Zheng-ying
(Dept. of Computer Science and Engineering, Henan Institute of Engineering, Zhengzhou 451191, China)
Abstract: Hash algorithm for digital image authentication based on chaos theory. For beginning, the paper proposed the idea of con-
structing the image matrix from the quantifying image blocks, and used the chaos theory of logistic mapping method to make a
scrambling matrix. Then, the differential matrix can gain from the scrambling matrix and image matrix. A modulated matrix gener-
ated by N turbidity modulator and one bit Hash sequence received from the binarization of the modulated matrix. Then an image se-
quence Hash obtained through multiple modulation and quantization. Finally, the algorithm is validated by simulation experiment,
and the results show that the algorithm was effectively and powerful. it” s also certificated for the image scaling.

Key words: image authentication; chaos theory; logistic mapping; image Hash
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